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DETAILED ACTION 

1. This action is responsive to the communication filed on November 25, 
2003. Claims 1-30 are pending. At this time, claims 1-30 are rejected. 

Information Disclosure Statement 

2. The information disclosure statement (IDS) submitted on April 28, 2005 
and March 31, 2006 are in compliance with the provisions of 37 CFR 1.97. Accordingly, 
the information disclosure statement is being considered by the examiner. 

Claim Rejections - 35 USC § 102 

3. The following is a quotation of the appropriate paragraphs of. 35 
U.S.C. 102 that form the basis for the rejections under this section made in this Office 
action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

4. Claims 1-10, 15-16, 17-24, and 29-30 are rejected under 35 U.S.C. 102(b) 
as being anticipated by Linehan et al (US 5,495,533). 

a. Referring to claim 1: 

i. Linehan teaches a system for determining communications 

events, comprising: 

(1) a key server to release keys to communicating 
parties, wherein said keys are encryption keys to encrypt or decryption keys to decrypt 
the communications and said communicating parties include originators seeking to 
create and recipients seeking to view the communications (column 4, lines 64-67 
through column 5, lines 1-16; column 7, lines 46-52; of Linehan); and 

(2) for each of the communications, said key server 
(column 6, line 20 of Linehan) also to: 

(3) assign an identifier (column 7, lines 35-36 of 

Linehan); 
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(4) store a record in a database that includes said 
identifier, a respective said decryption key, and respective controlling events (column 7, 
lines 39-45 and lines 60-64 of Linehan); 

(5) receive zero, one, or more requests for said 
decryption key, wherein said requests include said identifier (column 7, lines 46-64 of 
Linehan); and 

(6) determine at least one member (e.g., user computer) 
of the set consisting of positive events (e.g., forwarding the tickets, identify the user, 
etc..) and negative events (e.g., keeps the password - therefore no action is taken) 
based on said controlling events and how many said requests (e.g., tickets) are 
received or when any said requests are received (column 3, lines 10-21; more 
positive events, such as user actions, describes in details in column 8, lines 1-17 
of Linehan). 

b. Referring to claim 2: 

i. Linehan further teaches: 

(1) wherein said encryption key and said decryption key 
are the same (column 1, lines 52-53 of Linehan). 

c. Referring to claim 3: 

i. Linehan further teaches: 

(1) wherein said encryption key and said decryption key 
are different (column 1, lines 53-54 of Linehan). 

d. Referring to claim 4: 

i. Linehan further teaches: 

(1) wherein said key server is able to generate said keys 
(column 7, lines 49-50 of Linehan). 

e. Referring to claim 5: 

i. Linehan further teaches: 

(1) wherein said key server is able to receive said keys 
from an outside source (column 8, lines 37-49 of Linehan). 

f. Referring to claim 6: 
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i. Linehan further teaches: 

(1) wherein said outside source is a said originator (e.g., 
sender or client) (column 8, lines 37-41 of Linehan). 

g. Referring to claim 7: 

i. Linehan further teaches: 

(1) wherein said key server requires an assertion (e.g., 
the ticket) before releasing said keys (column 5, lines 11-16 of Linehan). 

h. Referring to claim 8: 

i. Linehan further teaches: 

(1) wherein at least some of said controlling events are 
defined based on attributes provided by said originator (column 5, lines 30-37 of 
Linehan). 

i. Referring to claim 9: 

i. Linehan further teaches: 

(1) wherein at least some of said controlling events are 
pre-stored in said database in anticipation of use in later said communications (column 
7, lines 6-14 of Linehan). 

j. Referring to claim 10: 

i. Linehan further teaches: 

(1) wherein at least some of said controlling events are 
determined based on attributes received from a party (e.g., Kerberos) other than a said 
originator (column 8, lines 18-20 of Linehan). 
k. Referring to claim 15: 

i. Linehan further teaches: 

(1) wherein said key server communicates data about at 
least one of said positive events or said negative events to at least one of said originator 
and another entity (column 3, lines 10-21; more positive events, such as user 
actions, describes in details in column 8, lines 1-17 of Linehan). 
I. Referring to claim 16: 

i. Linehan further teaches: 
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(1) wherein said another entity is a notification server 
(e.g., authentication server) (column 4, line 64 of Linehan). 
m. Referring to claims 17-24. 29-30: 

i. These method claims are drawn to determining 
communication events corresponding to the system of using same as claimed in claims 
1-10 and 15-16. Therefore a method claims 17-24 and 29-30 correspond to system 
claims 1-10 and 15-16, and are rejected for the same reasons of anticipation 
(obviousness) as used above. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

6. Claims 11-14, 25-28 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Linehan et al (US 5,495,533). 

a. Referring to claims 11. 25: 

i. Linehan further teaches: 

(1) wherein a said controlling event specifies a time after 
which a said decryption key is made releasable, thereby specifying a delay before a 
said recipient can decrypt a said communication (column 12, lines 3-12 of Linehan). 

ii. Although Linehan discloses a specific control key is 
generated/released every M days, Linehan implies the delay for decrypting such 
communication by that M days. Therefore, it would have been obvious to a person 
having ordinary skill in the art at the time the invention was made that there is no 
decryption can take place without receiving or obtaining the generated decryption key. 

b. Referring to claims 12-13. 26-27: 

i. These claims have limitations that are similar to those of 
claim 1 1 , thus they are rejected with the same rationale applied against claim 1 1 above. 
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c. Referring to claims 14. 28: 

i. These claims have limitations that are similar to those of 
claims 7 and 1 1 , thus they are rejected with the same rationale applied against claims 7 
and 1 1 above. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

a. Kelly (US 5, 475, 757) discloses secure data transmission method 

(see title). 

b. Bisbee et al (US 5, 615, 268) discloses system and method for 
electronic transmissions storage and retrieval of authenticated documents (see title). 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Thanhnga (Tanya) Truong 
whose telephone number is 571-272-3858. 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and 
phone numbers for the organization where this application or proceeding is assigned is 
571-273-8300. 

Any inquiry of a general nature or relating to the status of this 
application or proceeding should be directed to the receptionist whose telephone 
number is 571-272-2100. 



It" 

January 09, 2007 



